How to request certificates from openssl server
1. Go to Advanced — Certificates — Self Certificates

2. Click on New Self Certlflcate Configure as follow

a. Name . hostl

b. Subject . C=IN, ST=AP, L=HYD, O=EIT, OU=Engg, CN=host1 (Must follow
this format for subject)

c. Hash Algorithm : MD5

d. Signature Key Length: 512

3. Click on Save Settings.

4. Click on view button at action filed
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This page shows the certficate request details for a particular certificate request.

Certificate Details

C=IN, ST=AP, L=HYD, ©=EIT, OU=Engg. CN=host1

tem N 2
System Name Hash

Hash Algorithm: MDE

Signature Algorithm: RSA

Key length: 512

Data to supply to CA

BEGIN CERTIFICATE REQUEST
MITBFDCEvwIBADBaM)swCOYDVOQGEWIIT] ELMAKGALIUECBMCQVAXDDAKEgNVEA:
ABhZRDEMMACGALUECRMDRULUMO BwCwYDVOOLEWRF bmdnMRMWEQY DV QG DEwpab 3]
MSBIYXNoMPwwDOYIKoZIhvcNAQEBBOAD SwAWSAIBAMIc reFeSDecdhwhbahx5jHi
mieqlTiCCfoZZE ] pwEf+To0XiB/ 7165 xwl1PvCCLI2 np03nmhVHxikdiyYFPpl
AWEAARAAMARGCSqGSIbIDNEBEALAADEAQieS ] BILUCKMTY 1t BNs C5WXCc3ERLIOS)
4XNRs /uBsRCwli0,/Ts55IwMarx59Rob4LLcbDIA0LTIATWAZ+gm7 Tw==

END CERTIFICATE REQUEST

5. Copy the Content in Datato Supply to CA into hostl.csr
(NOTE: while copying and modifying data, mode is changed to 777 on all files using the command “
chmod 777 * "for changing mode for access privileges)



6. The two commands below are used for creating CA certificate(ca.crt)

a. openssl genrsa-des3 -out ca.key 512 ( key is entered for validation purpose)

b. openssl req -new -x509 -days 365 -key ca.key -out ca.crt (datais entered as per the data used in
Subject Name)

7. The two commands below are used for creating certificate files(.crt) for corresponding hosts.
a. openssl x509 -req -days 182 -in host1.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out hostl.crt
b. openssl x509 -req -days 182 -in host2.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
host2.crt(if scenario is SSL VPN, more than 1 .crt certificate needed)

8. Browse to Advanced/Certificates page, click on Upload button for Trusted Certificate(CA
Certificate)

9. Browse for ca.crt (which was created at step 6.b) and click on Upload

Product P 5R-1000M 2 rchy rsion: A1 Firmware Version: 1.03

This page allows user to uplead a trusted certificate to the router.

Upload Trusted Gertificate ah

Certificate File: jroot.’Desktop,-‘Certfca.crt
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Helpful Hints...
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Added Trusted Certificate

Digital Certificates (alko known as X509 Certificates) are used to authenticate the identity of users and
nced Network systems, and are iEsued by Certification Authorities (CA) such as VeriSign, Thawte and other organizations.
Digital Certificates are used by this router during the Internet Key Exchange (IKE) authentication phase to
authenticate connecting VPN gateways or clients, or to be authenticated by remote entities.

Trusted Ce ates (CA Certificate)

] CA Kdentity (Subject Name) Issuer Name Expiry Time

O C=IM, ST=AF, L=HYD, ©=EIT, C=IM, ST=AF, L=HYD, O=EIT, Jul 36 02008:27 2012
QOU=Engg, CN=host1 QU=Engg, CN=host1 GMT
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Active Self Certificates

| MName Subject Name Serial Number Expiry Time

Upload

Self Certificate Requests

Status

Active Ssif Certificate Mot Uploaded

New Self Certificate

10. Then click on Upload button for Active Self Certificate

11. Browse for hostl.crt (Which was created at Step 7.a) and click on upload.
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This page allows user to uplcad a active self certificate to the router.

Upload Active Self Certificate

Certificate File: !mot-’Des op/Cert/l oéfl-.ci'f
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Acded Active Sell Cerlificais

Digital Certificates (also known as X508 Cerlificates) are used o authenticate the identity of users and systems.
and are issued by Certification Authorities (CA) such as Veri Sign, Thawte and other organizations. Digital
Certificates are used by this router during the ntemet Key Exchange (IKE) authentication phass toauthenticate
conneding VWP gateways or dients, or to be authenticated by remote entities.
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Ok Engg. Chishost! Ol=Engg. Chshoet] GMT
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Note:
1. Note: Make sure that Device and LAN Host are in the same time Zone, or the requested certificates

may not be usable.
2. The self certificate will activate after adding the Trusted certificate. The status of the Self Certificate

Requests shown as “Active Self Certificate Uploaded’



