How to setup CP on DWC-1000

Scenario 1

Topology:

Layer 2 Switch

Firewall
Y DHCP server for VLAN
1,83 and 84
port 1: vian1
port3:vlang3
portd-vian84
vian1 (untag)
vlan83(tag)
vian84(tag)

DWC-1000

()

Firewall:

VLAN 1 1P: 10.70.0.254/16
VLANS3 IP: 10.18.83.254/24
VLANS4 IP: 10.18.84.254/24

AP will get VLAN 1 IP address from DHCP server (DFL), this is management IP address.
NB will get VLAN 83 IP address from DHCP server (DFL), VLAN 83 is for data transmit.



(1) Create 3 DHCP servers.

'ﬁ DHCP Servers

iy Add v G Advanced Settings

1 B viant lan 2 o.0.0.0/0 = 10.70.0.10-10.70.0.20 H 255.255.0.0 Yas
2 %v\ans! 1 vlansz E 0.0.0.0/0 E 10.18.82.10-10.18.83.20 E 255.255.255.0 Yes
3 B vlang4 151 vlanga 2 o.0.0.0/0 2 10.18.84.10-10.18.84.20  255.255.255.0 Yes

(T}, Right-click on a row for additional options

(2) Create 2 VLAN interfaces then main table should have 2 VLAN interface routes.

1 Ll vianes Eilan 83 4 10.18.83.254 H vlang3_net
2 1l viang4 &l lan 84 g 10.18.84.254 g vlang4_net

(T) Right-click on a row for additional options.

E main

EDM«:- -lfijmmanm

Direct route for

1 I Route IPva. 151 vlanaz o vianga_net 100 No network viang3_nat

2 [ Route IPv4. 131 viana4 ' vians4_net 100 No network vlang84_net

T I Route IPva. wanl & vaninet 100 No network waninet over
interface wa
Default route over

Route IPv4 [ vant Il-nets 1

@ Bt 2 wen E =i E R iy 2 interface wanl.
Direct route for

5 T Route IPv4 wan2 4 vanznat 100 No network van2net over
interface wa
Direct route for

5 _I" Route IPva. dmz & dmznet 100 No network dmznet over
interface dmz...
Direct route for

7 T Route IPv4 lan 4 lannet 100 No network lannet over

(3) Create IP rule for each VLAN can access each other.

i IP Rules

§ ping_fu ™ all_vla tarface 2 all_vlans | care zll-ne
§ test % all_vlan_interface 4, all_vlans i all_vlan_interface i, all_vlans
|_§ lan_to_vani

(T}, Right-click on a row for additional options.




(4) Create IP rule for each VLANSs can surf Internet.

;g lan_to_wan1

An IF Rule Folder can be used to group IP Rules into logical groups for better overview and simpiified management

[y 8. () Edit this object
#v Name Action Source interface - Source network inati ace inati

1 § drop_smb-all @ orop [ sll_vlan_intarfsca J7a sll_vlans Edwani 2 all-nats
2 § allow_ping-outbound [ nat T =ll_vlan_interface 7, sl vians 152 vani 2 all-nets
3 § sllow ftp-passthrough_av [ mat % all_vlan_interface J#3 all_vlans i wani 2 all-nets
4 $ sllow_standard [ nat i all_vlan_intarfaca Jiz all_vians 53 van1 2 all-nats

Service -

i smb-all

' ping-cutbound
i@ fto-passthrough-av

i@ all_trpudp

(T} Right-click on 3 row for additionsl eptions.

(5) On the switch, port 1 and port 5 are trunk port.
Switch port 2 connect to DWC port 1
Switch port 3 connect to DWC port 3
Switch port 4 connect to DWC port 4

Asymmetric VLAN [ Example ] ") Enabled @ Disabled

{ Maximum Entries : 256 )

VID  WLAN Mame Untagged VLAN Poris Tagged VLAM Ports
1 01,02,05,06,07,08,08,10,
- 111213141516

83 wlang3 03 01,08

84 vians4 04 01,05 |

(6) Create default route for VLAN1 on DWC.

DWC-1000 / / | ADVANCED | TOOLS STATUS I

Global

Peer Controllers STATIC ROUTING

This page shows the list of static routes configured on the router. User can also add, delete and edit the

configured routes.

LOGOUT

[[] Mame Destination Subnet Mask Gateway

List of Static Routes

Interface Metric Active Private

[ |test 0.0.0.0 0.0.0.0 10.70.0.254

LAN

10

Yes

Nol

Edit Delete

Add




(7) Port 3 and port 4 are belong to VLAN 83 and VLAN 84.

DWC-1000 a.l SETUP | ADVANCED ToOLS STATUS

PORT VLANS LOGOUT

WLAN Global Settings

AP Management This page allows user to configure the port VLANs, A user can choose ports and can add them into a VLAM.
Option Port Settings  »
i ° Port VLANs

Network Seftings Port Name Mode PVID VLAN Membership

|:| Port 1 Access 1 1

[l Port 2 Access 1 1

[ Port 3 Access 33 33
USB Settings [l Port 4 Access 84 84

Edit

(8) Add GT guest VLAN in the associated interfaces.

DWC-1000 / SETUP | ADVANCED | TOOLS STATUS

CAPTIVE PORTAL

Peer Controllers

AP Profile

You can assodate a configured captive portal with a spedific physical interface or wireless network (SSID).
The CP feature only runs on the wired ar wireless interfaces that you specify.

ptive Portal Interface association

6/1-Wireless Network 1- GT Office
6/3-Wireless Network 3- GT Mobile
6/4-Wireless Network 4 - dlink4
6/5-Wireless Network 5 - dlinkb | &
6/6-Wireless Network 6 - dlinkt
6//-Wireless Network 7 - dlink7
6/8-Wireless Network 8 - dlinkB
6/9-Wireless Network 9 - dlink9 -

| »

m

Interface List

IP/MAC Binding
Add

6/2-Wireless Network 2 - GT Guest =+

Radius Settings

Switch Settings

Associated
Interfaces




(9) NB associated to SSID “GT guest” and pop out CP WEB page.

[ v T s

Peer Controllers » || CAPTIVE PORTAL SESSIONS LOGOUT

AP Profile This page displays a list of active run time sessions on your router,

m List of Captive Portal Sessions
|:| Username IP Adress

Captive Paortal [

0 | test 10.18.83.12 |

Client

<« C A [ 10.70.0.205/cp_logouthtmi?pl=4&p2=7 v "
! Major World Indices... 7} DDoS Denial of Servi.. § Network Performan... A Arista Networks [ ICRT @] Mobiledl 9 S&#5ES HE

&p3= &pA=zl

b Cisco Systems,Inc (@) Nokia Maps - 7. >

Hardware Version: A1 Frmware Version: 4.1

CAPTIVE PORTAL LOGOUT

Web Authentication

You are now authorized and connected to the network. Please retain this smal lbgout window in
order to de-authenticate. Press the logout button when done.
Currently connected to:
GT Guest
7 Internet access

Wireless Network Connection a

GT Guest Connected 11|

LAN adapter Wire Network Connection:

Connection—specific DNS Suffix dlink-5268 ,.11‘_

Link-local IPué Addre £eB0: :953:5c3h:£4bl:5dearld DWR-555_tyson al
IPu4 Rddre 19.18.83.11 N -
Subnet Mask 255.255.255.0 DCS.Lab i
Default Gateuay 10.18.83.254 '
sonic2 o
thernet adapter Bluetooth Netuork Connection: )
GIvOIP |

Media State : Media disconnected
Connection—s L 2555 |

[thernet adapter Local Airea Connection: PMDEMP -

Media State : Media disconnected it E g v
Connection—s

71048 |

A0 e

END



